Discovery 3 Chapter 3 

Part I

3.1.1 Switching and Network Segmentation


What is wire speed?


What is a switch and what is its functions?


What does a switch base on to move traffic?


What is the function of MAC address table?

3.1.1 Switching and Network Segmentation (2)


When does the switch delete entries from the MAC address table?


What is aging timer?


What does “aging out” mean?


If the source MAC address is not in the table, what does the switch do?


If the source Mac address already exits, what does the switch do?

When the switch checks the table for the destination MAC address and the entry exists, what does the switch do?


If the entry does not exist, what does the switch do?

3.1.1 Switching and Network Segmentation (3)

Explain why the size of broadcast and collision domains affect the flow of traffic and in general, larger broadcast and collision domains impact these mission-critical variables.

3.1.1 (4)


When a host connects to a switch port, what does the switch create?

When two connected hosts communicate with each other, what does the switch do?

How does microsegmentation improve bandwidth utilization?

What is symmetric and what is asymmetric?

What are uplink ports and give examples.

Where are asymmetric switches commonly used?

3.1.1 (5)


Do the activity on the page.

3.1.2 Multilayer Switching


What are Layer 2 switches and what are the functions of Layer 2 switches?


What are Layer 3 switches and what are the functions of Layer 3 switches?

3.1.2 (2)


what is Layer 3 switching?


What is Layer 3 switch and what does it do?

What is the advantage of multilayer switches’ saving, or caching, source and destination routing information for the first packet of a conversation?

3.1.3 Types of Switching


What is the feature of Store and Forward?

If the calculated CRC value is the same as the CRC field value in the frame, what does the switch do?

If the CRC values do not match, what does the switch do?

What is the advantage and disadvantage of Store and Forward?

Where is Store and Forward typically used?

3.1.3 (2)

What is Cut-through Switching and what two other methods does Cut-through Switching subdivide into?

What is the disadvantage of Cut-through Switching?

What is Fast-forward?

What are the advantage and the disadvantage of Fast-forward?

What is the feature of Fragment-free switching?

What is the advantage of Fragment-free switching?

Where should we use fragment-free switching method and where should we use fast-forward switching?

3.1.3 (3)


What do most Cisco LAN switches rely on and why?


What are the features of some newer Layer 2 and Layer3 switches?


What is threshold value?


If the number of errors exceeds the threshold value, what will the switch do?


What is Adaptive Cut-through switching?

3.1.4 Switch Security


Why are only limited or no security measures are applied to switches?

What are the basic security features to switches to ensure that only authorized people access the devices?

Roll over the various security measures for more information.

3.1.4 (2)

Part II

3.2.1 Redundancy in a Switched Network


What is the impact of network downtime to a modern enterprise?


What causes network downtime?


Why is redundancy required?


How is redundancy accomplished?


What is the disadvantage of redundancy?

3.2.1 (2)


What is redundancy?


Give an example of redundancy in non-networking environments?


How is redundancy achieved in switches and what do redundant links function?

Give an example of the problems of connecting switches together.

What is broadcast storm?

3.2.1 (3)

Besides broadcast storms, what other problems do redundant links causes in a switched network?

Explain what multiple frame transmission is and what problems it causes.

What is MAC database instability and what problem it causes?

3.2.1 (4)

3.2.2 Spanning Tree Protocol (STP)


What does spanning tree protocol provide?


What is a STP and what is the advantage of STP

3.2.2 (2)


What do STP do to prevent switching loops?


In STP terminology, what is the term bridge frequently used to refer to?


What is the Root Bridge and what does it do?


What is BPDU?


What information do BPDUs contain?


Take a look at the rollover on the right.

3.2.2 (3)


What are the four states does each port cycle through as a switch powers on?


What is the fifth state and what does it indicate?

How long does it take for a port to cycle through all of these states and be ready to forward frames?

Explain how the states change when a switch powers on.

Click the steps to view the switch port transition through the states of STP.

3.2.2 (4)


Do the activity on the page.

3.2.3 Root Bridges


For STP to function, what do the switches do?


What is a root bridge or root switch?


What does a root bridge do?


How many root bridges are there on each network?


How is it elected?


What is the default value that a bridge priority has?

3.2.3 (2)


What value is the root bridge based on and who becomes the root bridge?


As each switch powers on, what does it assume and what does it do?


Give an example of how a root bridge is decided.


What does root port provide?


What is designated port?


What is blocked port?

3.2.3 (3)


Before configuring STP, what should the network technician do?


If the root switch goes to the lowest MAC address, what might happen?


Which switch words best as the root bridge?

What might cause traffic to take a longer rote to get to the destination than if the switch is centrally located?

To specify the root bridge, what should be configured with the lowest priority value?

What is the range for the priority values?

What is the increment value?

What is the default value?

How to set priority in a switch?

3.2.3 (4)

3.2.4 Spanning Tree in a Hierarchical Network


When should STP send BPDUs throughout the switched network?


How long is the interval?


If a link failure occurs, how does STP recalculate?


When a link goes down, what does STP do?


How long is the calculation and transition period time?


What happens during this recalculation?


What is the impact of frequent STP recalculations?

3.2.4 (2)


In an unstable network, what should be done?


What is one of the most common causes of frequent STP recalculations?

3.2.4 (3)


What is PortFast and what is its advantage?


What is UplinkFast and what does it do?


What is BackboneFast and what does it do?

3.2.4 (4)


Study the useful commands used to verity spanning tree operation.

3.2.4 (5)

3.2.5 Rapid Spanning Tree Protocol (RSTP)


What does RSTP require to achieve the highest reconfiguration speed?


How long does reconfiguration of the spanning tree by RSTP occur?


What does RSTP do?


To speed up the recalculation process, what does RSTP reduce and what are they?


What is active topology?

